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1. Introduction & Motivation 
 

We’re an information economy. They teach you that in school. What they don’t tell you is that it’s 

impossible to move, to live, to operate at any level without leaving traces, bits, seemingly meaningless 

fragments of personal information. Fragments that can be retrieved, amplified…’ 

-- William Gibson (1981) 

In the 70s and 80s, the telecom world underwent a major technological revolution, with electronic 

systems taking over most of public and private life domains. Several different e-services emerged for the 

ease of the customers as well as service providers, such as e-mail, e-shopping, e-payment systems, e-cash, 

credit cards, fingerprinting, e-voting etc. Since digital networks are not fully secure against hacking, 

sophisticated cryptographic systems emerged alongside to provide secure transactions over insecure 

digital networks. 

Digital Signatures 
 

A digital signature is one such cryptographic security scheme which demonstrates the authenticity of a 

message or a document being transferred from one person to another on an insecure digital network (such 

as the internet). In other words, it gives the receiver reasons to believe that the message was sent by the 

claimed sender, thereby providing a way to detect forgery or tampering. The basic scheme, in layman 

terms, is as follows: the signer S has a private key and a public key. Suppose a user U wants to get a 

message   signed by S. S uses a signing algorithm, that takes as input   and S’s private key, to generate 

the signature   and sends it back to U. U can verify, using a verification algorithm which uses S’s public 

key, that the signature is valid i.e. it hasn’t been forged by someone other than S. Thus, among other 

things, digital signatures primarily protect against impersonation of parties and, in more serious cases, 

modification of messages. Note that in a basic digital signature scheme, S gets to see all the messages it 

signs, and he also knows all the signatures he produces for these messages. 

Need for some privacy 
 

In many applications, there is a need for cryptographic schemes which are similar to digital signatures but 

not quite the same. U may require blindness i.e. he may want to obtain a signature from S on a secret 

message   that he does not want to reveal to S. He may also require anonymity/unlinkability i.e. S should 

not be able to trace the signature back to U. This requires that the signature    must remain unknown to S.  

[3] gives a real world example of such a scenario, which may arise when a user wants to spend electronic 

money at a shop. (An electronic payment scheme is one in which a bank issues electronic money to users 

who may then spend it at various shops. In such a scheme, the bank may issue electronic money by 

sending the users signed messages saying ‘This is a banknote worth $10. Serial number: S02359593999’). 

To spend electronic money at a shop, the user will include such an electronic banknote in a payment to 

the shop. Since these banknotes are trivial to duplicate, however, the shop needs to deposit any received 

banknotes immediately at the bank to make sure that these banknotes have not been spent already at some 

other shop. The bank keeps a database containing all spent banknotes, and each banknote can be used for 

payment only once. If a payment to a shop contains a banknote that was already spent some time before, 
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the payment is rejected. A basic property of such a payment scheme is that the bank is able to trace 

exactly at which places a user spends its money. Now a user may desire secrecy about the kinds of items 

he purchases and the amount of money he spends. In particular, he may want that a particular purchase 

should not be traceable to him. Notice that these properties automatically hold for purchases done with 

normal, metal coins. So it is perfectly natural for a customer to desire the same properties in an electronic 

purchase. 

Blind Signatures 
 

This is where David Chaum [1] entered the arena; he aimed at creating an electronic version of money 

such that an e-coin could, just like a real ‘metal’ coin, not be easily traced from the bank to the shop and 

two spending of the same user could not be linked together. Chaum wanted to mimic these two properties 

of real coins, namely untraceability and unlinkability, into e-coins. Also, he wanted to make sure that this 

e-coin is secure against double-spending (i.e. a user should not be able to use the same e-coin more than 

once; if he does, the bank should be able to figure this out in time). To achieve this goal, he introduced the 

idea of Blind Signatures in early 80s.  

Blind signatures are derivatives of digital signatures and have some additional features. A blind signature 

scheme is a protocol for obtaining a signature   on   from the signer S such that S does not learn 

anything about   and  . The basic layout of such a protocol is as follows: U generates a secret random 

number  , embeds it into   to obtain   , the masked/blinded message, and sends    to S. S generates a 

signature    on    and returns it to U. U then removes the random blinding factor to obtain  , the 

signature on  . Hence both   and   remain hidden from S. So we see that blind signatures are similar to 

digital signatures in that they are unforgeable and can be verified against a public key. The difference is 

that blind signatures are generated by means of a protocol between the signer and a 

user/requester/receiver such that the signer does not see the message being signed and the signature being 

generated. Due to this feature, blind signatures are mainly used for electronic cash protocols as a tool to 

protect customer’s privacy. 

Layout of this report 
 

This report aims to be a self-contained discourse on the topic of Blind Signatures. Section 2 gives the 

definition of a blind signature scheme and its security. Sections 3, 4 and 5 give examples of blind 

signature schemes based on RSA, discrete logarithm problem (DLP) and the quadratic residue problem 

respectively. Section 6 talks about the disadvantages of purely blind signatures. Fair blind signatures and 

partially blind signatures are discussed in sections 7 and 8 respectively, while section 9 gives a brief 

survey of some other types of blind signatures proposed over the last 30 years. Section 10 talks about the 

recently published works in the area and the state of the art. We conclude with our final thoughts in 

section 11. 
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2. Formal Definition of a Blind Signature Scheme 
 

Scheme Definition 
 

According to [1] and [2], blind signature scheme consists of three parts: 

1. Key generation: a probabilistic polynomial time (PPT) algorithm. On input of a security 

parameter  , it outputs a key pair         where    is the secret key and    is the public key. 

2. Blind signature generation: an interactive and PPT two-party protocol between a signer S and a 

user U (who receives the signature) with a public key    as common input. The private input of S 

is a private key   , and the private input of U is a message   , which is the blinded version of a 

message  . At the end of the protocol, U obtains a either the string ‘unsuccessful’ or a signature 

   on    as a private output; S obtains the string ‘completed’ or ‘not completed’ as private output. 

U unblinds    to obtain  , the signature on  . 

3. Blind signature verification: a deterministic polynomial time algorithm. On input of a message  , 

a public key   , and a signature  , it determines whether   is a valid signature on   with respect 

to public key   . If it is valid, the algorithm outputs ‘true’, otherwise it outputs ‘false’. 

Security Definitions 
 

According to [1], [2] and [3], a secure blind signature scheme must satisfy the following three properties: 

1. Completeness: If the signer and the receiver both comply with the algorithm of blind signature 

generation, then the blind signature verification algorithm will always accept  , the output of the 

signature generation algorithm (i.e. it will always output ‘true’). 

2. Blindness: While correctly operating one instance of the blind signature scheme, let the output be 

      (i.e. message/signature pair), and the view of the protocol be  1. At a later time, the signer is not 

able to link   to      . This essentially means it is infeasible to link any valid pair       to the instance 

of the signature generation protocol in which it was created. 

3. Unforgeability: A blind signature scheme is unforgeable if for an adversary (who does not know   ) 

the only way to obtain valid pairs       is to execute the signature generation algorithm with a signer 

holding private key   . More precisely, a blind signature scheme should withstand a ‘one-more forgery’ 

(notion introduced in [9]): if an adversary is able to obtain   valid pairs of messages and signatures, then 

the signer executed the signature generation protocol at least   times. Preferably, we like this to hold for 

any positive   bounded polynomially in the security parameter  . 

*Note: [16] provides formal definitions of unforgeability and blindness in terms of explicitly defined 

probabilistic algorithms. For a reader who is new to this topic, we stick to semi-formal notions in this 

section. However, for the sake of completeness, we provide formal definitions of Partially Blind 

Signatures in section 8. This will serve the purpose of giving the reader a taste of the probabilistic 

methods underlying the theory of blind signature schemes. 

                                                           
1
 A view of the protocol consists of all the parameters and values that are visible to the signer (or to any other 

observer who is monitoring the communication between the signer and the receiver). 
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Over the past 30 years, many different types of blind signature schemes have emerged that are based on 

RSA, DLP, Quadratic Residue problem, Bilinear Pairings, Lattices, IDs etc. In addition, the notions of 

fair-blind signatures, partially-blind signatures and restrictive blind signatures have also been introduced 

that provide addition security and extra features than a normal blind signature scheme. More recently, 

quantum blind signatures have emerged and are an active area of research. 

 We start off by giving examples of some of the early blind signature protocols based on RSA, DLP and 

Quadratic residue problem.  

3. Blind signature schemes based on RSA 
 

Chaum ([1], [4], [5]) proposed the first blind signature scheme, which was based on RSA and the 

hardness of the factoring problem. It is a known fact that e-coins are bit-strings which are vulnerable to 

being copied and spent more than once. To avoid this double-spending problem, Chaum proposed an 

RSA-based online e-system where the bank checks online (on-the-go) whether a coin has been spent or 

not. This was clearly impractical because bank databases are quite large and real time searching takes a 

lot of time. Chaum then proposed an RSA-based offline version of the blind scheme which tackled the 

double-spending problem. [7] and [8] give the details of the withdrawal protocols of this e-cash system. 

The basic protocol is as follows: 

Let S be the signer and U be the requester of the signature. 

- Key generation: S chooses two random, large primes     and computes      and      

            Then S chooses two large integers     such that                 and 

                Let       be S’s public key, and let   be S’s private key. S keeps         secure and 

publishes       and a one-way hash function            
  (e.g. SHA-1). 

- Blinding: U chooses      
  and computes                   , where   is the message to be 

signed. U submits    to S. 

- Signing: S computes and sends                 to U. 

- Unblinding: U computes               ).  

- Verifying: U verifies the legitimacy of   on   by checking whether               ).  

 

Security Analysis of Chaum’s RSA-based blind signature scheme 
 

The scheme works under the assumption that the RSA problem is infeasible
2
. 

                                                           
2
 i.e. there is no PPT algorithm that, given an arbitrary valid RSA public key       and       

 , can output    

        with non-negligible probability. 
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Completeness: It can be clearly seen that if U and S follow the protocol honestly, then              

                 
               Thus the signature verification algorithm always outputs 

‘true’. 

Blindness: The use of the random, blinding factor   ensures that the pair       is statistically 

independent of the pair         which can be viewed by the signer during the protocol, thereby implying 

unlinkability/blindness. 

Unforgeability: It is not known whether unforgeability holds for Chaum’s blind signature scheme under 

the standard RSA-infeasibility assumption. [10] shows that one can successfully obtain one-more-forgery 

if the hash function is poorly implemented. If we assume that   is a random oracle and RSA known-

target inversion problem (described in [11]) is hard, it is possible to prove that this scheme is unforgeable. 

We omit it the long proof here for the lack of space. Interested readers can refer to [11]. 

 

Chaum later extended this idea in [12] and obtained schemes similar to RSA-based blind schemes for 

untraceable coins and untraceable cheques. They ensured customer anonymity if the coin/cheque is used 

once by the customer, but allowed traceability if he tries to double-spend. 

Chaum’s RSA-based schemes were quite inefficient, but they laid the foundations for future research in 

the field. Soon afterwards, more efficient DLP-based blind signatures were presented and consequently, 

better and efficient e-cash systems were designed. 

 

4. Blind signature schemes based on DLP 
 

In 1994, Camenisch et al. proposed two DLP-based blind signature schemes in [13]; one was based on the 

modified Digital Signature Standard (DSA) [14] and the other was based on Nyberg-Rueppel signature 

scheme [15]. The two schemes are described below.  

Note: The notions of unforgeability were not formalized at the time this work was published, so the 

security analysis provided here of these two schemes does not include the unforgeability test. These 

schemes are not currently in use in practical electronic systems and are being provided here for the sake 

of development of the mathematical theory behind blind signature schemes. 

Blinded Modified-DSA 
 

- Initialization: The signer S randomly chooses a large prime  , a prime factor   of    , and a generator 

    
  of order  . His secret key is       and the corresponding public key is              . To 

sign a message   where            , S additionally selects an integer    at random and computes 

                 S then checks whether              If this holds, then S sends    to the requester U. 

- Requesting: 

1. U checks that            .  

2. U chooses         and computes                   
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3. U checks whether           . If not, it goes back to step 2. Otherwise, U computes  

                        and sends    to S. 

- Signing: 

S computes the signature                      and sends it to U. 

- Unblinding and Verification: 

 U unblinds    by computing                       . U also computes   

           The tuple       is the signature on  . U can verify its validity by computing   

          
         and checking that           ). 

 

Security Analysis of blinded Modified-DSA 
 

Completeness: We need to show that       is a valid signature on   and for that, it suffices to show that 

           . This is easy to show: 

            
                      

                      
                 

         (1) 

Now we know that                   
                      

  
            

                                                                                        

                                 

Substituting this value of                           in (1) gives us  

                          

So                             =            Hence           ). 

Blindness:  

Intuitively, it is easy to see that the message-signature pairs           and              , where    

           , are statistically independent of each other and hence cannot be linked together due to the 

random variables   and  . However, for the sake of formality and completeness, we give its proof here to 

give the reader an idea of how to go about proving the blindness property for a signature scheme. 

To prove the blindness, it suffices to show that given any view   and a corresponding valid message-

signature pair            there exists a unique pair of blinding factors   and  . Since the requester U 

chooses these two numbers randomly and this pair is unique, there is no way that the signer S (or anyone 

else, for that matter) can guess these two numbers with non-negligible probability. Hence no one can link 

a view   with its corresponding           pair. Therefore, the blindness of the scheme follows. Now we 
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show that   and  , for a view   (consisting of               ) and a valid message-signature pair 

          are unique. 

Since           is a valid pair, the following equations must hold (by construction of the scheme): 

                                 (1) 

                             (2) 

                               (3) 

Notice that       and             were chosen during the scheme so that they are all relatively prime 

to  . Therefore,   can be uniquely determined by equation (1) and   can uniquely be determined by 

equation (2): 

                                                   

For blindness to hold, these values of   and  , when substituted into (3), should give            This 

can easily be checked via the following computation: 

                      
   

            
          .                                                QED 

 

Blinded Nyberg-Rueppel Signature Scheme 
 

Initialization: The system parameters and initialization here is exactly the same as that in Blinded 

Modified-DSA scheme. 

Requesting: The requester U chooses       and      
  and computes                 and then 

computes the blinded message                . U checks if       
   If this is not the case, he 

chooses some other   and   that satisfy       
   Then U sends    to the signer S. 

Signing: S generates the blind signature                   and sends it to U. 

Unblinding & Verification: U unblinds    by computing                 . Then the pair       is 

the signature on  . U can verify the validity of this signature by checking if                    

Security Analysis of Blinded Nyberg-Rueppel Signature Scheme 
 

Completeness: We need to show that       is a valid signature on   and for that it suffices to show that 

                 

. This is easy to show:                                                       
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Blindness: This proof is very similar to the blindness proof for the Blinded Modified-DSA described 

above. To prove the blindness, it suffices to show that given any view   and a corresponding valid 

message-signature pair            there exists a unique pair of blinding factors   and  . Since the 

requester U chooses these two numbers randomly and this pair is unique, there is no way that the signer S 

(or anyone else, for that matter) can guess these two numbers with non-negligible probability. Hence no 

one can link a view   with its corresponding           pair. Therefore, the blindness of the scheme 

follows. Now we show that   and  , for a view   (consisting of               ) and a valid message-

signature pair           are unique. 

Since           is a valid pair, the following equations must hold (by construction of the scheme): 

                                    (1) 

                                     (2) 

                               (3) 

Notice that    was chosen during the scheme so that it is relatively prime to  . Due to this,   can be 

uniquely determined by equation (2) and then   can uniquely be determined by equation (3): 

       
       ,                      

As in the previous blindness proof, showing that these values of   and   satisfy equation (1) completes 

the proof. This is easy to see: 

We know from the verification condition that                  and that     

              Hence we have 

        (                                        

                                                                        by (3) 

                         since                   

                         by (2) 

                         .                                       QED 

 

Other DLP-based schemes 
 

In addition to the two schemes described above, several other DLP-based schemes have been proposed. 

[19] proposed a blind signature protocol based on El-Gamal signature scheme. Another commonly used 

scheme is the blinded version of the Schnorr signature scheme [47] which was proposed by Pointcheval et 

al. in [9]. In [48], an improved version of Okamato-Schnorr blind signature scheme was proposed and it 
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was proved to be secure in the random oracle model as long as the number of issued signatures is 

logarithmically bounded in the security parameter. 

Many of the DLP-based schemes are fair-blind, partially-blind or fair-partially-blind signature schemes. It 

is worth mentioning here that the most used blind signatures in E-cash systems are based on the discrete 

logarithm problem and are ‘restrictive’ in nature. (Fair blind signatures have been discussed in Section 7, 

partially blind signatures in Section 8 and restrictive blind signatures in Section 9).  

 

Converting any DLP-based digital signature scheme to a blinded signature 

scheme 
 

In recent past (2006), Qiu [18] has presented some general guidelines that can convert almost any DLP-

based signature scheme into a blind signature scheme. He has shown that knowing the process of 

constructing DLP-based blind signatures and the principle of their use in e-cash systems is valuable for 

designing new efficient e-cash systems or new blind signatures. The details of his methods are beyond the 

scope of this paper.  

 

5. Blind signature schemes based on Quadratic Residue 

Problem 
 

 

Fan and Lei’s scheme 
 

Fan et al. proposed a fast blind signature scheme in [20], based on the quadratic residue problem. This 

scheme does not require any modular exponentiation or computation of inverses. Instead, a user can 

obtain a signature and verify it only through modular additions and multiplications, hence the scheme is 

very efficient. The authors claim that there scheme reduces the number of computations by almost 99%. 

The protocol is as follows: 

Initializing: The signer S randomly selects two large distinct primes    and   , where             

and            . S computes         and publishes  . 

Requesting:  

- The requester U chooses two random integers  ,    
  and computes           

        , where   is a hash function such that            
 . Hence     

   This is the 

blinding step. U sends   to S. 

- S selects an integer   such that              is a QR (quadratic residue) in   
   S sends   to 

U. 

- U selects       
      computes               and                 . U sends   to 

S. 
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Signing: S computes                and computes an integer   such that                     . 

(Note that such a   can exist because both         and    are quadratic residues modulo   and both    

and    are         . Also, S can find this   because he knows the factorization of  ). S sends the tuple 

      to U. 

Unblinding and Verification: U unblinds the signature and computes                   and 

           . The tuple       denotes the signature of message  . One can verify the signature by 

checking if                     . 

Security Analysis of Fan and Lei’s Scheme 
 

Completeness: We need to show that       is a valid signature on   and for that it suffices to show that 

                      This can be shown as follows: 

             (                                                           

                                                                        

                                                 

     =                                            

     =                                            

                                    =                            

    =                   

Blindness: It can be observed that the integers  ,   and   are randomly selected therefore the signer (or 

any viewer of the protocol) cannot link a particular instance of this signing protocol to the signature       

generated at the end.  

Unforgeability: Since the factorization of   is unknown to everyone except the signer, a forger who has 

access to integers   and   can forge a signature   (which is a quadratic residue modulo  ) only if he can 

calculate   using the equation                     . This involves taking a fourth root modulo     

which is hard to do without knowing    and     Therefore the scheme is unforgeable. Note that this proof 

holds only under the random oracle model. 

Shao’s scheme 
 

Two years after Fan and Lei’s scheme was proposed, Shao showed in [21] that:  

(i) Fan and Lei’s scheme is not as fast as they claimed. 

Reason: In the signing-phase, S derives an integer   such that                     . 

Now, since         and     are quadratic residues modulo  , this simply means there exists 

an integer   such that                     and it does not necessarily imply that there 

exist two more roots of          , therefore there might not be a fourth root   of      
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          . In such a case when no fourth root exists, S would have to go back to the 

requesting-phase to choose a different value of   and keep going back and forth till a fourth 

root   can be found. Therefore more computations, and more data transmissions between the 

signer and requester are required, than the number claimed. 

 

(ii) Fan and Lei’s scheme is not a true blind signature scheme. 

Reason: Shao showed that if the requester reveals the signature tuple        the signer can 

trace it back to the requester. The reason is that, in an attempt to keep the number of 

computations low, the requester ends up sending more than necessary information to the 

signer. The signer can keep a set of records of the 4-tuple           for all the messages he 

signs, where: 

                   ,  

                , and 

   
                 

  
  

                 

         
         

Suppose now that the requester reveals the signature      , where: 

                   
    

    
        ,            ,  and       are the secret 

parameters selected by the requester. Then the signer can evaluate the values of these secret 

parameters through the following equations: 

                                                                             (1) 

                                                     (2) 

                                                      (3) 

From equation (1),   can easily be found. (2) and (3) can then be solved simultaneously to 

give values of         (note that the inverse of   exists because the inverse of   exists, and 

the inverse of   exists because          and        all belong to   
 . The signer can then 

check if                   . 

Shao then proposed an improved version of this scheme in [21] by fixing these issues and incorporating a 

few other minor changes. His protocol is as follows: 

Initializing: This step is the same as that in Fan and Lei’s scheme. 

Requesting: The requester U chooses two random integers  ,     
  such that             

           belongs to   
 , where   is a hash function such that            

 . This is the blinding 

step. U sends   to the signer S. 

Signing: S randomly selects an integer   such that                 is a QR in   
   Then S derives an 

integer   in   
  such that                   . (The signer can do this because he knows the 

factorization of     S sends the tuple       to U. 

Unblinding and Verification: U computes: 

                                  (1) 

                                           (2) 
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      is the signature on  . To verify the validity of this signature, U checks if  

                                     (3) 

 

Security Analysis of Shao’s Scheme 
 

Shao proved in [21] that this scheme is complete, blind and unforgeable, and that it overcomes the two 

weakness of Fan and Lei’s schemes (we skip the proofs here; they are similar to the proofs for Fan and 

Lei’s technique and are straightforward). Soon afterwards, Fan and Lei published further results in [22] 

and showed that infact Shao’s scheme is vulnerable to Pollard-Schnorr
3
 attacks [23]: he proved that an 

attacker could use this attack to obtain a valid signature       on a message   without knowing  ’s 

factorization, such that the verification condition (3) is satisfied. Hence, Fan and Lei showed that the two 

schemes offer an almost equivalent level of security as far as blindness is concerned. 

 

6. Blind signature schemes – a gateway to perfect E-crimes 
 

Now that we have seen a few examples of blind schemes based on different intractable problems, it is not 

hard to realize that a tool that provides perfect anonymity to a user can also give him an opportunity to 

commit a perfect crime. For example, in an e-cash system, even if the concept of blind signatures allows 

authorities to distinguish between valid and false data (i.e. whether an e-coin has been used previously or 

not), it prevents the authorities from connecting specific data or actions to specific users. 

As Chaum’s pioneering work gained popularity in academic as well as industrial circles and began to be 

improved and implemented in banking systems, Solms et al. [24] were the first to point out this grave 

issue by using a real world crime example and turning it into a perfect crime using blind signatures. To 

explain their ideas, we first give a brief basic layout of Chaum’s e-cash protocol, and then show how it 

can be taken advantage of by a criminal. 

 

Simplified Version of Chaum’s E-cash protocol ([7] & [12]) 
 

Assume the public existence of a one-way function   and an RSA public key   (the factorization of   is 

kept secret by the bank). 

1. A user U requests one unit of electronic money from the bank as follows: 

(i) U chooses         
  and computes                  . U sends   to the bank. 

(ii) The bank computes      
 

        . Then it withdraws one money-unit from the user’s 

bank account and puts it into a money-pool (in a money-pool, one person’s money-unit 

cannot be distinguished from another person’s money-unit). Then the bank sends   to U. 

                                                           
3
 A class of attacks that use the fact that an efficient solution to the congruence                    can be 

obtained if k and m are relatively prime to n and if generalized reimann hypothesis is true. 
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(iii) U computes           
 

          
       .       represents one legal authorized 

money-unit that the user can spend. Note that this money unit cannot be traced back to U 

because it contains  , which was computed by multiplying   with a random number known 

only to U. 

2. U spends the money-unit       as follows:  

(i) U offers       to a shopkeeper in exchange for a good he wants to buy. 

(ii) The shopkeeper first verifies the validity of the money-unit by checking if           If so, he 

checks with the bank to see if       has been spent previously. If it has been spent previously, he 

refuses to accept this money-unit from U. Otherwise he proceeds to the step (iii). 

(iii)  The shopkeeper gives       to the bank, and the bank gives him one money-unit from the 

money pool. Again, there is no way for the bank to trace this money-unit back to U, since it was 

put in a pool in step 1.   

The Crime 
 

Suppose a person X opens a bank account #19543 at the Bank of Montreal, Canada under a fictitious 

name and identity John Doe (we assume there are ways of obtaining a fake identity in Canada!). He 

deposits $10,000 in it and the bank supplies him with  a credit card. About a month later, the baby of a 

famous Canadian TV actor is kidnapped by a so-called ‘John Doe’ and he threatens to kill the baby if an 

amount of 1 million dollars isn’t immediately deposited into the bank account #19543. The police get 

involved in this and quickly find out that John Doe is a fictitious identity. They also figure out that the 

only way to catch this person now is to keep track of the bank’s ATM operations in real time and hope to 

arrest the culprit red-handed while he tries to use his credit card to withdraw money at an ATM. The 

police stations itself near all the main ATMs of the city and a few days later it catches the kidnapper. 

The perfect crime 
 

Using the idea of blind signatures, X could have committed a perfect crime as follows: 

1. Open the bank account, receive the credit card and kidnap the baby. 

2. Choose a set of   s (i.e.                 and a set of   s (i.e.                .  

3. For all          , compute      
                and mail the set               to the 

authorities with the threat to kill the baby if the following instructions are not complied with: 

- For all          , compute        
          

- Publish the set               in a newspaper. 

4. Buy the newspaper after the set               has been published. For all          , compute 

      
          . Now         represents one legal and authorized money-unit for each  .  
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Analysis of the Perfect Crime 
 

Notice the similarity between the form of the money-unit derived in Chaum’s protocol and the one 

derived in the scenario of the perfect crime. For all          ,    cannot be traced back to U because 

no one can find out if it has been derived from one of the   s published in the newspaper. U can deposit 

these money-units into his account at an ATM now, without being afraid of getting caught because no one 

suspects these money-units and no one suspects his account number.  

Keeping this pitfall of blind signatures in sight, a new variation called ‘fair blind signatures’ was 

proposed by Stadler et al. [25]. (He got inspiration from the concept of fair cryptosystems, introduced by 

Micali [26] some time earlier). 

 

7. Fair Blind signature schemes 
 

A fair blind signature is a blind signature with revocable anonymity and unlinkability due to the 

involvement of a trusted third-party. 

Fair blind signature schemes have the addition property that a trusted third-party is involved, which 

possesses certain information that can help link a signer’s view of the protocol to the message-signature 

pair, in case of a fraud or dishonest transaction such as blackmailing (as described in the example above) 

and money laundering. It is useful if the anonymity of a user could be removed with the help of this 

trusted third party, when this is required for legal reasons. 

 

The model and its types 
 

The model of a fair blind signature scheme primarily consists of a sender (possibly more than one), a 

signer, a trusted third-party (e.g. a judge), and two protocols: 

- a signing protocol involving the signer and a sender 

- a link-recovery protocol involving the signer and the judge 

The signing protocol functions exactly the same way as that in any ordinary blind signature scheme (e.g. 

the ones described in previous sections). The link-recovery protocol allows a signer to get information 

from the judge that enables him to link a view   of the protocol to its corresponding message-signature 

pair.  

There are two types of fair blind signature schemes, depending on the information the judge receives from 

the signer during the link-recovery protocol: 
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Type 1: Given the signer’s view of the protocol, the judge delivers information that enables the signer (or 

anyone else) to efficiently recognize the corresponding message-signature pair (i.e. the judge can extract 

the message   that was signed). 

Type 2: Given the message-signature pair, the judge delivers information that enables the signer to 

efficiently identify the sender of that message or to find the corresponding view   of the signing protocol. 

The model can be visually summarized as follows: 

 

Figure: The model for a fair blind signature scheme. (Screenshot: [25] pp. 3) 

We present one of Stadler et al.’s schemes here to illustrate how the concept can be implemented. Their 

schemes were inefficient to some extent because of large amount of data transactions involved due to the 

involvement of another party in the protocol. However, his techniques paved way for the production of 

more efficient and secure schemes later on. 

Definition 1: A One-out-of-two Oblivious Transfer Protocol (denoted by    
  ) is a protocol between a 

sender and a receiver which allows the receiver to choose one of the two messages sent by the sender in a 

way that he receives only the chosen message and the sender does not know which message the receiver 

has chosen. Let    and    denote the two messages sent by the sender and let   be the selection bit of 

the receiver. Then an execution of the    
  protocol is denoted by:  
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Definition 2: A fair one-out-of-two oblivious transfer protocol (denoted by fair-   
  ) is a modification of 

   
  that allows a judge, but not the sender, to determine the selection bit  . An execution of the fair-   

  

protocol is denoted by:  

 

(Stadler et al. gave an implementation of a fair-   
  in [25], which is beyond the scope of this paper. We 

simply assume that such a protocol exists). Using this protocol, Stadler et al. converted a variation of the 

Fiat-Shamir-Signature Scheme [27] into a fair blind signature scheme. 

A fair blind signature scheme based on a variation of Fiat Shamir Signature 

Scheme [27] 
 

System Parameters: Let      be the product of two large primes chosen by the signer such that 

                Let      
 . Further, let   denote a one-way hash function and   be a security 

parameter (e.g.     ). Define the sequences: 

                       

 
                  

Initializing: The pair       is the signer S’s public key. Note that only S can compute the sequence   ; he 

is the only one who knows the factorization of  , therefore only he can compute the third roots of    

modulo  . S chooses               
 , and computes       

  
           . S sends   to the 

requester U. 

Requesting & Signing:  

1. U chooses      
 , and computes: 

-               

-              where    denotes concatenation of strings. Let    be the  ’th bit of  . 

2. U and S now engage in a fair-   
    times: 

For         : 

- U submits a bit    to fair-   
 . 

- S submits two messages       and         to fair-   
 .  

- U receives       
. 

 

3. U computes        
 
          . The pair         is a signature on  . 

Verifying: 
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U checks if           
   

            holds. 

 

Security Analysis of the Fair-Blind Variation of Fiat Shamir Scheme 
 

Completeness: We show that if S and U follow the protocol honestly, then           
   

            

holds. 

Note that    

   
  

     
                                                                    

      
     

       
   

     
                          

  

Hence     

    
         . 

Therefore           
  

          

  
    

                              
          

         
  

             
     

                                 
     

                              
   

            

Blindness:  

Clearly, after the protocol has ended, there is no way for the signer to know what                because 

each is a multiple of  , a value known only to the requester U. Similarly    remains hidden from S. So 

we need to show that if the signature pair         is revealed to S later, he cannot link it to    the view of 

the protocol. 

Note that    does not give S any information about     Also, by the assumptions of fair-   
 , the signer S 

cannot determine the selection bits    since only the judge knows them. Therefore, S cannot determine 

whether    or    was chosen in any iteration of the protocol. So,    does not give S any information 

about  . 

It remains to show that    is also equally unhelpful for S.    can be linked to   only if    can be linked to  . 

But this is not possible because there is only a unique value of   that satisfies              , and this 

value is not known to S. So it can be concluded that the signature is independent of   and the scheme is 

perfectly blind.  

Fairness: If the sender sends   to the judge, the selection bits   , and consequently   can be determined. 

This value of   could be flagged, so that anyone, particularly the signer, can recognize this message-

signature pair later. 

 

Other fair blind signature schemes 
 

Several fair blind signature schemes have been proposed after this, such as [28], [29], [30] and most 

recently, [31]. 
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[28] proposed an efficient and fair offline e-cash system based on the idea of fair blind signatures. In [29], 

Abe et al. pointed out that it was important to study a fair blind scheme’s security in terms of revocability, 

in addition to unforgeability. They proposed an efficient fair blind scheme with a complete security 

analysis, which shows that their scheme is secure against most adaptive and parallel attacks; it claims to 

offer one-more unforgeability and ‘tight’ revocation i.e. given a signature, revocation identifies the 

issuing session that uniquely produced the signature, and, given a session view, revocation identifies the 

unique signature created in the session. [29] is one of the first few works which discussed the security of a 

fair blind signature scheme in full detail. Their scheme is too lengthy to be described here, so we omit it. 

In [30], Hufschmitt and Traore pointed out a flaw in the proof of unforgeability of [29] and proposed a 

stronger security model for fair blind signatures than theirs. They also presented a new fair blind scheme 

based on bilinear maps that satisfies it in the random oracle model under an interactive assumption. 

[31] will be discussed in Section 10. 

 

 

 

8. Partially Blind signature schemes 
 

Motivation4  
 

Typically, a digital signature comes with not just the document body but also attributes such as ‘date of 

issue’ or ‘valid until’, which may be controlled by the signer rather than the receiver. One particular 

shortcoming of fully blind signatures is that, since the signer's view is perfectly shut off from the resulting 

signatures, the signer has no control over the attributes except for those bound by the public key. An 

example is, if a signer issues blind signatures that are valid until the end of the week, the signer has to 

change his public key every week! This can seriously effect performance. A similar shortcoming can be 

seen in a simple e-cash system where a bank issues a blind signature as an electronic coin. Since the bank 

cannot inscribe the value on the blindly issued coins, it has to use different public keys for different coin 

values. Hence the shops and customers must always carry a list of those public keys in their electronic 

wallet, which is typically a smart card whose memory is very limited. 

Partially blind signatures were first introduced in [32]; they are a generalized notion of blind signatures. A 

partially blind signature scheme allows the signer to explicitly include common information in the blind 

signature under some agreement with the receiver. For instance, the signer can attach the date of issue to 

his blind signatures as an attribute. If the signer issues a huge number of signatures in a day, including the 

date of issue will not violate anonymity. Accordingly, the attributes of the signatures can be decided 

independently from those of the public key. By fixing common information to a single string, one can 

easily transform partially blind signature schemes into fully blind ones. However, the reverse is not that 

easy. 

Partially blind signatures can be regarded as ones lying between ordinary non-blind digital signatures and 

fully blind signatures, so they should satisfy the security requirements assigned to ordinary digital 

signatures and those of blind signatures. 
 

                                                           
4
 Taken from [33] 
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Formal Definition of a partially blind signature 
 

[33] describes a partially blind signature scheme as follows: In the scenario of issuing a partially blind 

signature, the signer and the receiver are assumed to agree on a piece of common information, denoted as 

    . In some applications,      may be decided by the signer, while in other applications it may just be 

sent from the receiver to the signer. This negotiation is done outside of the signature scheme, and the 

signature scheme is to be secure regardless of the process of agreement. This notion is formalized by 

introducing function       which is defined outside of the scheme. Function    is a polynomial-time 

deterministic algorithm that takes two arbitrary strings       and       that belong to the signer and the 

user (receiver), respectively, and outputs     . To compute   , the signer and the user exchange       

and       with each other. (Note: if an application allows the signer to control     , then    is defined 

such that it depends only on      . In such a case, the user does not need to send       ) 

Note: Now that the reader is familiar with the working of blind signatures, we give the formal definition 

of a partially blind scheme below, as promised.  

 

Formally, a partially blind scheme consists of: 

 

1. Key generation: a PPT algorithm  . On input of a security parameter  , it outputs a key pair 

        where    is the secret key and    is the public key. 

2. Partially-blind-signature generation: an interactive and PPT two-party protocol between two 

algorithms,   (which represents the signer) and   (which represents the user). The public input of 

  is   ,       and description of     The public input of   is the description of    and        

The private input of   is a private key   , and the private input of   is a message  . At the end 

of the protocol,   either obtains the string ‘unsuccessful’ or the tuple (    ,  ,  ) as a private 

output, where   is the signature on  ;   obtains the string ‘completed’ or ‘not completed’ as 

private input. 

3. Partially-blind-signature verification: a deterministic polynomial time algorithm  . On input of 

    , message  , a public key    and a signature  , it determines whether   is a valid signature 

on   with respect to public key    and common information     . If it is valid, the algorithm 

outputs ‘true’, otherwise it outputs ‘false’. (i.e. V(           ) = ‘true’ or ‘false’.) 

A secure partial blind scheme has the following three properties: 

1. Completeness: If the signer and the user both comply with the algorithm of blind signature generation, 

then the private output of   is ‘completed’, the private output of   is (    ,  ,  ), 

                      and the verification algorithm outputs ‘true’. 

2. Partial blindness:  

Let    and    be two honest users that follow the signature issuing protocol. Let    be a PPT algorithm 

that denotes a signer and let         be a key pair generated by the key generation algorithm. 

 

(a) Let                                       
(b) Set up the input tapes of    ,    as follows: 

- Select          and put      and        on the private input tapes of    and   , respectively 

(   denotes    ) 
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- Put         and         on the public input tapes of    and   , respectively. 

- Also put    and    on their public input tapes. 

(c) (c)   engages in the signature protocol with    and   . 

(d) If    and    output (      ,     ,   ) and (      ,     ,   ), respectively, on their private 

tapes, and        =        holds, then give those outputs to   . Give ‘unsuccessful’ to    

otherwise. 

(e)   outputs           
We say that    wins if     . 

A signature scheme is partially blind if any PPT algorithm    wins with probability which is at-most 

negligibly more than 
 

 
. Note that this definition is similar to the definition of blindness that we gave in 

section 2. The only difference is that now there is an additional factor      that needs to be accounted for. 

This essentially means it is infeasible to link any valid signature-tuple to the instance of the signature 

generation protocol in which it was created. 

3. Unforgeability: 

There may be two possible ways of forging a partially blind signature: the forger could either  

(i) forge     , or  

(ii) for a fixed     , he could produce         signatures, given only       successful 

executions of the signature-generation-protocol (note: here   depends on     , hence the 

notation      ).  

One can observe, however, that (i) is the same as (ii), when         (i.e. if the signature-generation-

protocol has never been run for a particular     , a forger can produce a signature only if he can forge 

    ). So essentially, a forgery means successfully accomplishing (ii). 

To define this notion of unforgeability formally, we define the following ‘game’: 

Let   be an honest signer who follows the signature issuing protocol. Let    be a PPT algorithm that 

denotes a forger and let         be a key pair generated by the key generation algorithm. 

(a) Let             
(b) Put   ,    and a randomly taken       on the proper tapes of  . 

(c)    engages in the signature-generation-protocol with  . For each     , let       be the number of 

executions of the signature generating protocol where S outputs ‘completed’ with      on its 

output tape. (if an      never appears on the output tape, let        ). 

(d)   outputs one single     , and           message-signature pairs 

(                                      . 

We call a partially blind scheme unforgeable if the probability of the output of    satisfying 

V(             ) = ‘true’ for all the                 is negligible. 

Partially Blind WI-Schnorr Signature Scheme 
 

This is a DLP based partially-blind scheme, the first of its kind proposed by [33], together with a full 

security definition and proof for the very first time. 
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 Let     be large primes such that      . Let     
  such that   has order  . Let     denote the 

subgroup of   
  of order  . Let             and              be public hash functions. Let      

be a secret key and             be the corresponding public key. 

The signer   and receiver   first agree on the common information      in a pre-determined way. Then 

they execute the following partially blind signature-issuing protocol (all the arithmetic operations are 

done modulo  ): 

 

Figure: The partially blind WI-Schnorr signature issuing protocol  (Screenshot: [33] pp. 7) 

The resulting signature for message     and common information      is a four-tuple          . A 

signature is valid if it satisfies 
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Security Analysis of Partially Blind WI-Schnorr Signature Scheme 
 

[33] gives an in-depth proof of this scheme’s completeness, partial blindness and unforgeability in the 

random oracle model, assuming the hardness of DLP. The proof of completeness goes along the same 

lines as in the schemes outlined previously. The proofs of the remaining two properties are long so we 

omit them here due to brevity of space. However, the key point to note is that this scheme is partially 

blind because the common information      is known to both the user and the signer and it is embedded 

into the signature. Hence, only a part of the signature is blind for the signer, and this serves many 

purposes in practical applications involving blind signature protocols. 

Some other partially blind schemes 
 

In 2004, [34] came up with the proposal for partially blind signature schemes based on bilinear pairings 

that give signatures of short size. The article gives the proof of their security in the random oracle model.  

More recently, in 2010, [35] presented a partially blind signature scheme, based on the Schnorr signature 

scheme [48], that has been attractive for mobile clients and smart-card implementation in e-commerce 

applications due to its low computation-level. It uses this scheme to propose a fair e-payment protocol 

that does not require the intervention of the third party. The basic idea provided by this article can be used 

with any partially blind signature scheme to construct new fair e-payment protocols of high efficiency. 

 

9. Other types of blind signature schemes 
 

So far we have described the main types of blind signatures, namely normal, fair and partially blind 

signature schemes. There are some other variants that have been proposed by various researchers over 

time. We just mention them here briefly and give references for the interested readers. 

1. The concept of restrictive blind signatures was proposed by Brands [17] and has played a very 

important role in the area of e-cash for the last 15 years. The idea is that it allows a recipient to 

receive a blind signature on a message not known to the signer, but the choice of the message is 

restricted and must conform to certain rules. Brand proposed a highly efficient e-cash system, 

where the bank ensures that the user is restricted to embed his identity in the resulting blind 

signature. When spending the coin at a merchant, the user proves to the merchant her knowledge 

on the ‘inside’ construction using the zero knowledge proof. When double spending the coin, two 

points of a ‘line’ in the zero knowledge proof will be exposed, and the coefficients of the line can 

then be computed and used to reveal the ‘inside’ construction of message. Consequently, 

knowing the ‘inside’ construction results in revealing the identity information of the user. 

2. ‘Magic Ink’ signatures were proposed in [36] to solve the perfect crime resulting from 

unconditional anonymity provided by normal blind signatures. 

3. In a proxy blind signature ([37] and [38]), the signer delegates his/her signing power to a proxy, 

who blindly signs a message on behalf of the original signer. 

4. In [39] and [40], forward-secure blind signature scheme were proposed to address key exposure 

problem, in which all previously generated signatures are still considered to be valid even if the 

secret key is compromised. They give an extra level of security to normal blind signature. 
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5. Group
5
 blind signatures were proposed in [41]. 

6. In [42] and [43], blind threshold signatures were devised that enable any   out of   legitimate 

signers to give a blind signature. 

7. A blind threshold ring
6
 signature, providing signer-ambiguity, was considered in [44]. 

8. Blind multi-signatures were proposed in [45]. 

9. In [49], Galindo et al. proposed generic constructions of identity-based signature schemes with 

additional properties such as identity-based blind (or partially blind) signatures from PKI
7
-based 

signature schemes with the same properties. Identity-based blind signatures will be discussed in 

the next section. 

 

10. State of the art 
 

Since Chaum’s first proposal of the idea of blind signatures in early 80s, it has become a cornerstone in 

privacy-oriented cryptography e.g. anonymous internet banking, e-voting and oblivious transfer systems. 

With emerging technologies, however, there is a constant threat of new attacks. While factoring, DLP and 

quadratic residue problems are still considered to be intractable, the question is whether they will remain 

so in (near) future. With the advent of quantum computing, for example, there can potentially be a huge 

leap in computing power (for instance, the Shor’s Algorithm for quantum computers can solve integer 

factorization and DLP in polynomial time!). Most of the problems considered intractable right now have 

been conjectured to be tractable in post-quantum age.  To cater to this issue, there is a need to look for 

problems that can withstand quantum computer attacks (or any other class of attacks that may come to 

light in future). Most of the current research in this area is geared towards:  

(i) creating schemes based on the hardest possible problems (such as lattices), and  

(ii) coming up with proofs of security that rely on the mildest possible assumptions (such as 

bypassing the use of the random oracle model). 

In this section, we give brief summaries of recently published works that seem promising. We then 

delineate some of their shortcomings and suggest future work that can be done to improve the results.  

Lattice-based Blind Signatures  
 

It has been conjectured that the hardness of finding short vectors in a lattice is post-quantum (i.e. it can 

withstand quantum computer attacks). Unlike factoring, even today the hard lattice problems can 

withstand sub-exponential attacks and the best known algorithms have an exponential complexity in the 

                                                           
5
 Wikipedia: A Group signature scheme is a method for allowing a member of a group to anonymously sign a 

message on behalf of the group. One application is keycard access to restricted areas where it is inappropriate to 

track individual employee's movements, but necessary to secure areas to only employees in the group. 
6
 Wikipedia: “a ring signature is a type of digital signature that can be performed by any member of a group of 

users that each have keys. Therefore, a message signed with a ring signature is endorsed by someone in a particular 

group of people. One of the security properties of a ring signature is that it should be difficult to determine which of 

the group members' keys was used to produce the signature. Ring signatures are similar to group signatures but 

differ in two key ways: first, there is no way to revoke the anonymity of an individual signature, and second, any 

group of users can be used as a group without additional setup”. 
7
 PKI stands for Public Key Infrastructure 
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lattice dimension. Furthermore, it has been proven that a randomly chosen instance of a certain lattice 

problem is at least as hard as the worst-case instance of a related lattice problem, therefore choosing 

secure keys is easy. 

Lattice-based cryptography has been on the cards since the mid-90s. In 2010, Ruckert [46] has proposed 

the idea of lattice-based blind signatures. Based on the hardness of worst-case lattice problems (such as 

the Closest Vector Problem and the Smallest Basis Problem), Ruckert’s scheme offers unconditional 

blindness and one-more-unforgeability in the random oracle model. Let L be the bit-length of the secret 

key. The scheme remains secure, even if the adversary obtains L(1−o(1)) bits of the secret key via 

arbitrary side channels. This brings the security model closer to reality, where the adversary may obtain 

information about the secret key, e.g, via (remote) timing attacks or by having physical access to the 

signing device. According to the author, when applied in e-voting or e-cash schemes, such resilience can 

help against insider attacks. With its four moves, the scheme is theoretically efficient: all operations have 

quasi-linear complexity and all keys and signatures require a quasi-linear amount of storage bits.  

Ruckert’s work could potentially be a breakthrough in this field. This scheme is expected to withstand 

even sub-exponential-time and quantum computer attacks, as well as limited side-channel attacks against 

the secret key, due to the hard lattice problem it is based on. However, it remains to be seen whether this 

scheme is implementable in practical systems. Secondly, the security has been proved in the random 

oracle model which is far too idealistic. Further work needs to be put into coming up with a practical 

version of this scheme, and to see if the security proof can be further strengthened. 

Doing away with the Random Oracle Model 
 

Proving security of blind signature schemes without relying on random oracles is one of the most crucial 

open problems in research circles today. In the on-going research, a significant step has been taken by 

Fuchsbauer and Vergnaud in recent months. In [31], they have come up with the first practical fair blind 

signature scheme whose security poof does not rely on random oracles. It provides a practical electronic 

voting protocol in the standard model including public verifiability, and compares favorably with other 

similar systems in terms of computational cost. This scheme can be used to achieve CCA-anonymous 

group signatures. 

The method of security proof adopted in [31] make use of non-interactive zero knowledge proof systems, 

automorphic signatures and tag-based encryption. If these techniques are explored further, there is a good 

chance of deriving new ways of building schemes that do not rely on the random oracle model.  

Security of Blind Signatures under Aborts 
 
 

According to a recent work ([52]), it is important to ‘explore the security of blind signatures under aborts, 

where the user or the signer may stop the interactive signature issue protocol prematurely’. Most of the 

previous works on blind signatures discuss security only in regard of completed executions and usually do 

not impose strong security requirements in case of aborts. To tackle this issue, Camenisch et al. ([53]) 

have introduced the notion of selective failure blindness. To put it in simple terms, a selective-failure 

blind signature ensures that the blindness property holds even in the case when the signer is able to learn 

that some executions have aborted. A malicious signer should not be able to force an honest user to abort 

the signature issue protocol because of a certain property of the user's message, which would disclose 

some information about the message to the signer. 

 

[52] has derived a technique to turn every secure blind signature scheme into a selective-failure blind 

signature scheme. This transformation is expected to add only a negligible overhead due to an additional 

computation of a commitment. It remains to implement this system practically, and to explore whether its 

security is achievable without the random oracle model. 
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Identity-based Blind Signatures 
[[ 

In traditional PKI-based digital signature schemes, certificates generated by a trusted third party are 

required to ‘bind’ the user’s identity and its public key. In identity-based cryptography, the only secret of 

each user is its secret identity (e.g. its IP or email address) as a secret key generated by a Key Generation 

Center (KGC). Hence, in such cryptosystems, the certificates and the intricate management can be 

avoided. 

Due to these advantages, ID-based blind signatures have been an active area of research. In recent past, 

[50] proposed new partially blind ID based schemes have been proposed whose security has been proven 

under Diffie Hellman assumption in the random oracle model. Building up on that, the current year has 

seen the proposal of a highly efficient secure ID-based scheme without Random Oracle in [51]. Research 

continues to be done in this arena to explore the advantages and short-comings of ID-based schemes to 

blind signatures. 

11. Conclusion 
 

In the highly digitized world of today, it is extremely important for every publicly used digital system to 

provide the right balance between digital anonymity and digital security. A completely secure system may 

violate the privacy of honest users, while a system that allows complete anonymity to its users may lead 

to digital crimes that affect both the service-providers and the users. In this regard, blind signature 

systems have been a pioneering breakthrough in information technology. Most of the currently used e-

cash, e-banking and e-voting systems depend heavily on them to keep track of illegal transactions, while 

making sure that customer privacy is violated to a minimal extent. So far, the ride has been fairly smooth. 

With changing technologies, new digital attacks emerge but the theory of blind signature schemes keeps 

adapting simultaneously to combat them. On the other hand, we have observed that the underlying 

mathematical theory of most of the implementable blind schemes relies on intractable number theoretic 

problems, which may not be a viable solution in future because computing powers are expected to take a 

huge leap with time (e.g. in case of advent of quantum computers). This necessitates further research in 

the domain of blind signatures with increased rigor and vigor, and with special emphasis on developing 

techniques that are based on post-quantum intractable problems. 

 

************************************************ 
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